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5.6 
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What are internal controls?

Policies Procedures Training Monitoring
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Frameworks we follow
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Our internal control environments

Physical
Offices, mail, and money (cash, 

checks, and money orders)

Digital
Information technology systems, 

data, and online services

Financial
Revenue transfers, payments, 

expenditures, and refunds
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It starts with our people
7



Security mindset, 
compliance culture
• Tax compliance checks
• Federal background checks
• Reoccurring checks
• Reporting convictions
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Continuous 
training

Ethics
Safeguarding 
Confidential 
Information

Information 
Security
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Disciplinary actions
We follow all state personnel rules 
and collective bargaining 
agreements

Investigation

Progressive discipline

Termination
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Key internal 
controls

Dual custody

Separation of duties

Rotating staff

Restricted access

Continuous monitoring

Auditing and evaluations
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Continuous monitoring

Regular 
access 
reviews

Data loss 
prevention 

tools

Daily 
access 
reports

Annual 
risk 

survey
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Auditing and evaluations

Secretary of State – Annual Comprehensive Financial Report (ACFR), performance, and IT audits

Oregon Department of Administrative Services (DAS), Enterprise Information Services (EIS), Cyber 
Security Services (CSS) – Center for Internet Security (CIS) Controls Assessment

Internal Revenue Service (IRS) – Safeguard Review and Annual Safeguard Security Report

Internal audits and internal evaluations
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Compliance 
improvement 
cycle

Detect & 
fix issues

Continuous 
improvement & 

monitoring

Assess risk 
& 

compliance
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Internal controls 
in action
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Financial reconciliation

GenTax Bank
Statements

Relational Standard 
Accounting & Reporting 

System (R*STARS)
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Revenue transfer

Two staff review all transfers

Rotating staff

Manager approval required

Regular auditing

Monthly reporting
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Expenditure payments

• Documented delegation of authority
• Vendors in OregonBuys
• Document and approve all payments
• At least three staff review each payment
• An employee cannot approve their own 

requests
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Access 
controls for 
GenTax

Request for computer 
access (RCA) with 
manager approval

Strong 
passwords

Quarterly security 
reviews

Role-based 
access

Multi-factor 
authentication 
(MFA)

Automatic 
revocation of 
access
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Reporting 
fraud

Oregon Department of Revenue culture

Oregon Department of Revenue policies and 
procedures

Oregon Department of Administrative Services 
(DAS) statewide policies and procedures

Oregon Secretary of State (SOS) State Government 
Accountability Hotline

Oregon Government Ethics Commission 
complaints
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Questions? 
Jay Messenger
Internal Controls Officer
jay.messenger@dor.oregon.gov

Stefan Hamlin
Chief Financial Officer
stefan.hamlin@dor.oregon.gov
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