CYBER THREAT SNAPSHOT

MALIGN NATION-STATES AND OPPORTUNISTIC CRIMINAL NETWORKS:

A PERSISTENT CYBER THREAT IN AMERICA

NATIONWIDE IMPACTS OF
ASCENSION HEALTHCARE HACKS
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IN MAY 2024, A THREAT ACTOR EXPLOITED KNOWN VULNERABILITIES USING
A PHISHING ATTEMPT, IMPACTING IT NETWORKS IN ALL 142 ASCENSION
HOSPITALS IN THE UNITED STATES.

NOTABLE RECENT ATTRIBUTABLE
THREAT ACTOR ACTIVITY:

SALT TYPHOON: DISCOVERED IN 2024, THREAT ACTORS ASSOCIATED
WITH THE PEOPLE’S REPUBLIC OF CHINA (PRC) REPORTEDLY
INFILTRATED BACKDOORS IN MAJOR INTERNET SERVICE PROVIDERS.

ISLAMIC REVOLUTIONARY GUARD CORPS: DISCOVERED IN 2024,
IRANIAN-BACKED HACKERS HAVE INFILTRATED THE CAMPAIGN
NETWORKS OF THE TRUMP CAMPAIGN USING SPEAR-PHISHING.

VOLT TYPHOON: DISCOVERED IN 2023 AND ACTIVITIES CONFIRMED IN

2024, PRC STATE-SPONSORED HACKERS COMPROMISED U.S. CRITICAL

INFRASTRUCTURE FOR AT LEAST FIVE YEARS, INCLUDING THE
TRANSPORTATION, TELECOMMUNICATIONS, AND ENERGY SECTORS.

STORM-0558: DISCOVERED IN 2023, THE PRC-AFFILIATED INTRUSION
SUCCESSFULLY COMPROMISED 22 ENTERPRISE ORGANIZATIONS AND
OVER 500 INDIVIDUALS GLOBALLY THROUGH MICROSOFT EXCHANGE
ACCOUNTS, INCLUDING FEDERAL GOVERNMENT ACCOUNTS.

STARTLING STATISTICS:

THE AVERAGE COST OF A DATA BREACH IN THE U.S. AMOUNTS TO
$9.36 MILLION, ALMOST DOUBLE THAT OF THE GLOBAL AVERAGE.

RANSOMWARE ATTACKS ROSE 747 FROM 2022 T0 2023.

CYBERATTACKS ON CRITICAL INFRASTRUCTURE GLOBALLY
INCREASED 307% IN 2023.

TIN 10 CYBER INTRUSIONS IN 2023 WERE DUE TO CREDENTIALS
ACCESS.

ONE IN THREE AMERICANS WERE AFFECTED BY HEALTHCARE
DATA BREACHES LAST YEAR.

GOVERNMENT AGENCIES WERE THE THIRD-MOST TARGETED
SECTOR FOR RANSOMWARE ATTACKS IN 2023.

THERE ARE ROUGHLY 500,000 VACANT CYBERSECURITY JOBS IN
THE UNITED STATES.

GLOBAL CYBER INTRUSIONS
BY SECTOR IN 2023:
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TOP KEY DEVELOPMENTS:
2024

« OCTOBER 2024: Salt Typhoon—A threat actor associated with the PRC, Salt Typhoon,
reportedly infiltrated backdoors in major internet service providers such as Verizon and
AT&T to conduct espionage on law enforcement’s wiretapping requests and potentially
exfiltrate data.' This intrusion included accessing the phones of presidential candidates for
surveillance purposes. The intrusion is still being investigated by authorities, but reports
indicate phone call data and the locations of certain customers were potentially accessed, as
well as call audio. There is no information available yet on how many calls were accessed, if
s0.?

« OCTOBER 2024: American Water Works—The networks of one of the country’s major
water utilities were breached by an unidentified cyber threat actor, forcing the company to
shut down the online customer portal and billing services for days in an attempt to protect
customer data.’ The operational technology involved in water treatment operations was
reportedly unaffected in the attack. The company provides services to more than 14 million
Americans, including 18 military installations. Actor attribution has not been made, although
nation-state actors such as China, Iran, and Russia have been known to target the sector.’

« SEPTEMBER 2024: Flax Typhoon—PRC-affiliated actors Flax Typhoon burrowed into
“Internet of Things” consumer products such as cameras and network-connected storage
devices to conduct espionage on strategic organizations in Taiwan, as well as organizations
on U.S. soil through the telecommunications sector, media companies, and higher education
institutions.’ The Federal Bureau of Investigation (FBI) successfully took down the botnet
associated with Flax Typhoon in September.°

« SEPTEMBER 2024: Islamic Revolutionary Guard Corps—Iran-backed hackers
infiltrated the campaign networks of the Trump campaign through a high-level staffer’s email
using spear-phishing, and targeted government officials, lobbyists, think tanks, journalists,
and Biden and Harris campaigns.’ The Department of Justice (DOJ) indicted three Iranian
nationals in the ‘hack-and-leak’ operation in September according to Microsoft,® the
Iranian-backed group Peach Sandstorm was discovered in August to have used malware to
target U.S. critical infrastructure,’ including the energy sector and satellites. '

. JUNE 2024: CDK Global—A software firm serving 15,000 car dealerships in the United
States was the target of a ransomware attack.' This attack forced thousands of dealers across
the country to conduct transactions and other crucial administrative tasks manually. The
company reportedly paid a $25 million ransom to bring the systems back online, although
that is not confirmed by CDK Global."

« MAY 2024: Ticketmaster—The cybercriminal group ShinyHunters—which claimed
responsibility—allegedly hacked Ticketmaster through its customer sales portal."* The
website tried to shut down quickly, but more than 40 million accounts had their data leaked
onto a dark web forum used for further hacking attempts. Leaked data included contact
information, biographical information, and payment data.'

« MAY 2024: Ascension Hospitals—A threat actor exploited known vulnerabilities after an
employee downloaded malware from a phishing attempt,"” impacting IT networks at all 142
Ascension hospitals in the United States and removing access to patient data in a ransomware



attack.' The outages impacted patient care, led to rerouted ambulances, and delayed
emergency services at numerous locations."”

APRIL 2024: AT&T—AT&T notified the public that the private call and text data of
millions of its cellular customers,'® as well as some customers’ locations at the time of use,"
was breached and released on the dark web due to an intrusion into the third-party cloud
storage provider, Snowflake.*® Federal agencies were potentially among the customers at the
time, including agencies in the Department of Homeland Security (DHS).?!

FEBRUARY 2024: UnitedHealth—The UnitedHealth insurance company ransomware
attack, allegedly by the threat actor BlackCat,** was the largest in the country and impacted
100 million people.? The intrusion was through a subsidiary payment processor, Change
Healthcare. The company says the actor was potentially sponsored by a nation-state.* In
Congressional testimony, United Health admitted they were not using multifactor
authentication.”” UnitedHealth paid $22 million in ransom to restore access to customer data,
but the full impact has cost the company upwards of $872 million.*®

FEBRUARY 2024: LockBit—The DOJ and the United Kingdom disrupted a variant of the
LockBit ransomware group in 2024, which had targeted 2,000 victims and extorted $120
million in ransom payments across the globe since 2020.%” Their targets included
organizations and individuals working in the manufacturing and semiconductor industries.
LockBit works as ‘ransomware-as-a-service,” allowing new users to personalize the process
and target through which they encrypt and steal data.”®

JANUARY 2024: CISA—A threat actor presumed to be sophisticated targeted the
Cybersecurity and Infrastructure Security Agency (CISA) through zero-day vulnerabilities
discovered in Ivanti Connect Secure virtual private network (VPN) for espionage.”

2023

DECEMBER 2023: National Public Data—A third-party bad actor is believed to have
leaked the private data of almost three billion records involving the personal information of
roughly 170 million people.” This potentially included Social Security numbers, credit
information, addresses, and date of birth for individuals.?!

DECEMBER 2024: Water Facilities—An Iranian-linked hacking group, Cyber Av3ngers,
infiltrated Israeli software used in U.S. water and wastewater facilities in the wake of the
October 7 Hamas terrorist attacks.’ For example, the group accessed a component that
regulates water pressure at a water authority in Pennsylvania, forcing the facility to utilize
manual controls.* In February 2024, the Treasury Department sanctioned IRGC-affiliated
cyber actors involved in these operations.*

AUGUST 2023: HiatusRAT—A suspected PRC-linked threat actor used HiatusRAT
malware to target a U.S. military procurement system and Taiwan-based organizations. The
threat gained access via pre-built malware samples which were then hosted on virtual private
servers (VPSs). It is suspected the threat actor may have been gathering publicly available
information about military requirements or searching for associated organizations.*
AUGUST 2023: Dollar Tree—Nearly two million DollarTree and Family Dollar employees
were impacted by a third-party breach of the service provider Zeroed-In Technologies.
Names, dates of birth, and Social Security numbers were stolen in the attack.*

JULY 2023: Storm-0558—The PRC-affiliated intrusion successfully compromised 22



enterprise organizations and over 500 individuals globally through Microsoft Exchange
accounts, including the accounts of high-level U.S. officials, due to what the Cyber Safety
Review Board described as “a cascade of security failures” by Microsoft. The actor gained
access through a stolen account authentication key.*’

JUNE 2023: MOVEit—Russian ransomware group CLoP took advantage of a vulnerability
in the MOVEit file transfer tool by infecting internet-facing web applications with a web
shell,*® which was then used to steal data from MOVE:it Transfer databases.*® Through the
breach, hackers accessed 632,000 email addresses at the DOJ and the U.S. Department of
Defense (DoD). The Oregon Department of Transportation was also a part of the hack with
an estimated 3.5 million Oregon residents’ personal information exposed in the breach.*
MAY 2023: Volt Typhoon—Although first discovered in May 2023, Americans learned in
2024 that PRC state-sponsored hackers, code-named Volt Typhoon,* compromised U.S.
critical infrastructure for surveillance and pre-positioning purposes for at least five years
before being detected.*” The intrusions used a technique called “living off the land,” rather
than malware, and included numerous sectors, including transportation, telecommunications,
and energy.” A botnet used by the threat actor on U.S. soil was shut down by the DOJ in
December 2023.*

MARCH 2023: Telerik Exploitation—CISA announced that from November 2022-January
2023, multiple cyber threat actors exploited a vulnerability in an unnamed federal agency’s
Microsoft Internet Information Services (IIS) server to install malware, specifically in a user
interface tool known as Telerik. One of the hacking groups is a state-backed and
Vietnam-linked credit card skimming actor called XE Group.*’

JANUARY 2023: T-Mobile—A threat actor exploited a vulnerability in a T-Mobile
“Application Programming Interface,” or APL* to access basic customer data, including the
names, billing addresses, emails, and phone numbers of up to 37 million individuals.*’

2022

DECEMBER 2022: COVID Relief Funds—China-linked hacking group, APT41, were
publicly acknowledged by the U.S. Secret Service to have stolen at least $20 million in U.S.
COVID-19 relief benefits since mid-2020 in over a dozen states.*® The Secret Service did not
reveal how this cyberattack was conducted, but it follows a pattern of the targeting of state
government information technology by nation-state actors.*

NOVEMBER 2022: Rim Jong Hyok—A North Korean national, Rim Jong Hyok, was
indicted for targeting 17 hospitals and healthcare facilities across 11 U.S. states using Maui
ransomware.”’ Data from these infiltrations enabled the North Korean military intelligence
agency’s Andariel Unit, of which Rim is an alleged member, to hack two U.S. Air Force
bases. Rim faces charges for conspiracy to commit computer hacking and money laundering
through China-based facilitators.”!

SEPTEMBER 2022: Uber—An unnamed 18-year-old hacker gained access to Uber’s
secure data via social engineering, posing as a corporate information technology worker, and
compromising the entire company.>® The hacker, who gained access to Uber’s Google Suite
and Amazon Web Services, was arrested and taken into custody.>

JULY 2022: Marriott— An unnamed threat actor reportedly stole 20 gigabytes of sensitive
data in a ransomware attack on the Marriott International Hotel chain. The threat actor gained



access to an associate’s computer through social engineering tactics, which typically involve
the bad actor pretending to be a known person or legitimate entity. Data stolen in the hack
included classified business data and payment information within the BWI Airport Marriott
in Baltimore, Maryland.>*

JULY 2022: Nelnet Servicing—Personal user information including names, home
addresses, email addresses, phone numbers, and Social Security numbers for over 2.5 million
student loan account holders with web portal provider Nelnet Servicing was exposed in a
data breach. The hacker had access to the data between June-July 2022.%

MAY 2022: APT 41—Reporting indicates that APT 41, which Mandiant assesses is a
Chinese state-sponsored group,*® extracted hundreds of gigabytes of intellectual property in a
years-long industrial espionage theft.’’ This included blueprints of materials and sensitive
formulas from multinational defense, manufacturing, energy, and pharmaceutical companies
in North America, Europe, and East Asia.™

March 2022: Ronin Network—The network experienced one of the largest attacks on the
financial sector when a North Korean advanced persistent threat (APT) called Lazarus Group
exploited a “bridge” in a blockchain game allowing for the transfer of crypto assets.” The
group stole roughly $620 million worth of Ethereum.®® Additionally, the event involved a
39-year-old American crypto expert who was then sentenced to five years in prison after
helping North Korea with the intrusion.®!

MARCH 2022: Shields Health Care Group—An unauthorized party gained access to
Shields Health Care Group’s computer system, stealing sensitive data including medical
record information, full names, Social Security numbers, and dates of birth of two million
individuals.® Shields did not find evidence that this data breach, which impacted 56 facilities,
was used to commit identity theft or fraud.®

JANUARY 2022: Bernalillo County Ransomware Attack—On January 5, local officials
in Bernalillo County, New Mexico, suffered a ransomware attack that took computer systems
offline, closed government buildings, and forced emergency services to use “backup
contingencies.”* The attack even disabled security cameras and automatic door locks at an
Albuquerque area jail. County officials quickly approved $2 million to recover from the
attack.®

JANUARY 2022: News Corp Breach—Suspected Chinese government-backed hackers,
according to cybersecurity firm Mandiant, breached emails and documents of employees of
News Corp, one of the most prominent media companies in the world.* Journalists for
multiple publications including the Wall Street Journal and New York Post had data stolen in
the attack.®’

2021

NOVEMBER 2021: Log4J Vulnerability—Log4J, a library of open source software for
developers, was victim of a massive cyberattack. The vulnerability used in this attack became
known as Log4Shell.® Many different versions of these source codes had vulnerabilities that
hackers used to gain access to any system that used these source codes. Log4]J is foundational
to the software supply chain, and experts expect that vulnerabilities will continue to be found
as a result of Log4Shell.®



JULY 2021: Kaseya—The IT solutions company Kaseya was targeted with a ransomware
attack by the Russian threat actor REvil,”’ which functions as “ransomware-as-a-service,””!
impacting over 1,500 of Kaseya’s client companies. The hack was carried out with fake
software update files distributed to different parts of the company. The actor demanded a $70
million ransom to remove its encryption on the company’s data.”*In October 2021, the
associated threat actor was later “forced oftline” by the FBI, the Secret Service, and U.S.
Cyber Command in conjunction with international partners.”

JULY 2021: WooCommerce—A popular eCommerce payment platform found several
vulnerabilities in its systems due to the work of a “white-hat” researcher.” Numerous attacks
occurred on websites that utilized a WooCommerce plugin for WordPress, leading to the leak
of private consumer data that potentially exposed websites using the plugin.”

JUNE 2021: Steamship Authority of Massachusetts—As the summer travel season began,
a cyberattack impacted the Steamship Authority when ransomware disrupted the ferry system
and other maritime transportation systems.” This attack remains one of the most devastating
against logistical and transportation systems. The logistics, ticket sales, and other online
information was manipulated and leaked.”’

MAY 2021: Brenntag Chemical Distribution—Hackers targeted Brenntag’s North
American division and reportedly stole 150 gigabytes of data.”® Although the hackers
demanded a roughly $7.5 million ransom,’ the company reportedly paid $4.4 million to
continue operations.*

MAY 2021: JBS Meatpacking—The ransomware attack against the Brazilian-based meat
packing company JBS, the world’s largest meat packer, is one of the worst to impact the food
industry.®' The hackers exploited the company’s systems to hold large amounts of data for a
ransom of $11 million. The company was forced to halt production temporarily before
addressing the attack, impacting every JBS plant in America.™

MAY 2021: Colonial Pipeline—A hacking group and “ransomware-as-a-service” group
known as DarkSide attacked Colonial Pipeline’s IT systems,* accessing just one password
due to a lack of multifactor authentication in an older VPN.* The company, which provides
fuel to large parts of the country, was forced to halt business operations, causing serious
disruptions in consumer access to fuel and an increase in price.* Around 100 gigabytes of the
company’s data was held for a ransom of 75 bitcoin,*® or about $5 million.*” In June 2021, the
DOJ seized $2.3 million worth of bitcoin from the threat actor.®®

MARCH 2021: Facebook—More than 500 million Facebook accounts from more than 100
countries were compromised, and private data from the hack was released on a hacking
forum.¥

March 2021: CNA: The prominent insurance firm fell victim to a cyberattack when the
threat actor gained access to over 15,000 devices both internally and those owned by clients.
The data was held for ransom using a software called Phoenix CryptoLocker.”

JANUARY 2021: Microsoft—A state-sponsored group based in China, as attributed by
Microsoft, found numerous zero-day vulnerabilities in Microsoft’s servers.” This intrusion
allowed access to at least 30,000 of Exchange servers who had not applied necessary patches,
and tens of thousands of organizations around the world reported attacks and incidents as a
result.” It is believed that these attacks were used for espionage and potentially artificial
intelligence.”
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