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Global Cybersecurity Industry Overview 

 The days of castle-and-moat 
cybersecurity strategies are gone.

 Hackers are becoming too advanced, 
and threats exist both inside and 
outside of an organization’s network.

 Zero Trust security model recognizes 
that these threats are vulnerabilities 
and must be addressed. 

 Whether users are internal employees 
or external third parties, trust must be 
eliminated, and verification must 
become the new standard.
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Threat Landscape Expansion
Multi-Cloud and Cloud to Cloud Enterprise Environments
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Global Threat Actors Overview 

 Additionally: Clop cyber gang, AlphaV, Royal cyber gang
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Global Threat Actors Overview
Threat Actor High Level Classification 
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Global Cybersecurity Industry Overview 

 AI-powered 
threats loom 
large for 
security 
professionals 
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Global Cybersecurity Industry Overview
Identity Compromises
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Source: CyberArk, 2024 
Identity Security & Threat 
Landscape Report
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Global Cybersecurity Industry Overview
 Ransomware 

attacks in 2024
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Source: Threat down 2025 
state of malware report
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Global Cybersecurity Industry Overview
 Ransomware 

attacks in 2024
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Source: Threat down 2025 
state of malware report
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CSS Cyber Services Areas
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EIS – Cyber Security Services (CSS)
Cyber Security Services brings together a full suite of enterprise 
cybersecurity services – governance, infrastructure, cloud security, 
operations, architecture - under a single, accountable enterprise focused 
program. This allows for end-to-end direction setting and execution for 
enterprise security. CSS personnel work collaboratively with Data Center 
Services domain teams to deliver secure solutions to our customers.
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Security Governance, Risk and Compliance
Network Security Services (Enterprise)
Security Assessment

Ben Gherezgiher
Chief Information 
Security Officer 

Security Architecture
Cybersecurity Administration 

Security Operations Center (SOC)
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CSS  – Enterprise Security Operations Center (ESOC) 
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CSS – Network Security Services (Net-Sec)
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Cloud Security 
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CSS Statewide Cyber Standards
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Adoption of NIST Framework 2.0 

17

Cyber Security Services



Cyber Security Services Operational Goals
 Govern: Cybersecurity risk management strategy, expectations, and 

policy are established, communicated, and monitored.

 Identify: Implement cybersecurity risk management measures and 
risk management processes to reduce cybersecurity risks across the 
enterprise. 

 Protect: Develop and implement enterprise safeguards to reduce risk 
and increase awareness and resiliency.

 Detect: Develop tools and processes to accelerate notification of 
cybersecurity threats; defeat threat actors before they have impact on 
state information assets.

 Respond: Consistently respond to anomalies and suspected events.
 Recover: Develop and implement an incident triage, response, and 

recovery process to contain and eliminate cybersecurity threats.
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Cloud M365 Security Framework
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CLOP
Gang

Know Your
Assets

Know Your
Data

Know Your
Customers

Know Your
Employees

Know Your
Third Parties

Know Your
Attackers

Know Your 
Services/Processes

Business Value

Endpoint 
Protection

• Mobile Device Management (MDM)
• Mobile Application Management 

(MAM)
• Workstation Management        

(Windows 10 / 11)
• Endpoint Security & Encryption
• Windows Autopilot
• Endpoint detection and Response 

(EDR)

Data & Email
Protection

• Data Protection Policy & Controls
• Data Classification
• Purview Data Loss Prevention (DLP)
• Data Encryption
• Data Discovery
• Defender for Cloud Apps (CASB)
• Data Governance
• Email Security and Malware 

Blocking

Logging & 
Monitoring

• Audit Logging
• SIEM Integration
• Cloud Security Posture 

Management (CSPM)
• Microsoft 365 Defender 
• Microsoft Defender for Identity
• Endpoint Device Reporting
• Alert Policies

M365 Cyber Risk Domains

Microsoft 365 Cyber Risk Governance
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Strategy & 
Roadmap

Information
Governance

Policy, Standards 
& Procedures Risk & Compliance Management

Cloud Security 
Guardrails

Secure Baseline
Configuration

Insider Risk
Management

eDiscovery 
& Legal Hold

Security Training 
& Awareness

Microsoft 365 Cyber Risk Framework

Growth/
Innovation

Operational
Efficiency 

Security & Risk 
Management Monitoring Regulatory

Compliance

Business Objectives

Identity & Access Protection

• Azure AD Identity Syncing
• Conditional Access
• Privileged Access Management 

(PAM) & Just-in-Time (JIT)
• 3rd Party Applications & 

Connections
• RBAC & User Lifecycle
• Identity Protection
• Access Reviews



NIST 800-53 Security Control Families, Release 5
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Code Description

AC Access Control

AT Awareness And Training

AU Audit And Accountability

CA Assessment, Authorization, and Monitoring

CM Configuration Management

CP Contingency Planning

IA Identification and Authentication

IR Incident Response 

MA Maintenance

MP Media Protection

Code Description

PE Physical and Environmental Protection

PL Planning

PM Program Management

PS Personnel Security

PT Personally Identifiable Information Processing 
and Transparency

RA Risk Assessment

SA System and Services Acquisition

SC System and Communications Protection

SI System and Information Integrity

SR Supply Chain Risk Management



Value of Cyber Assessments 
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Complete implementation CIS V8.0 IG1 controls shows an average of 82% defense capability 
achievement against the top 5 attacks listed above. 



Institutional Documentation
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Cybersecurity Plans and Guides
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CSS Cyber Assessments
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Cybersecurity Assessments 2023-2025

 Assessments Completed 

 Assessment Activity Targets for January – June 2025:
o 25 CIS control assessments
o 4 web app assessments
o 4 CISA RVAs
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July - December 2023 January - December 2024
o 31 CIS control assessments
o 1 web app assessment
o 3 CISA RVAs

o 14 CIS control assessments
o 2 web app assessments
o 4 CISA RVAs

Cyber Security Services

CIS – Center for Internet Security
CISA – Cybersecurity and Infrastructure Security Agency
RVA – Risk and Vulnerability Assessment



Cybersecurity Assessments 2023-2025
Ad Hoc Services

 AD Attack Path Analysis 
(BloodHound)

 Threat Modeling

 Vulnerability Analysis

 Open-Source Intelligence 
(OSINT) Analysis
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 Known Exploited 
Vulnerability Enumeration

 Adversary Emulation

 Penetration Testing

 Cloud Security Analysis



CSS High Level Metrics
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Network Security Infrastructure Uptime
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North South – Perimeter Firewall Uptime 
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CSS Projects and Initiatives
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Projects  – In Flight 

 Microsoft 365 Security Enhancements
 Network and Security Modernization Program
 Enterprise Mobile Security 
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Initiatives  – In Flight 
 Integrated Risk Management Portal  
 Enterprise Identity and Access Management Roadmap
 Modernize Network Threat Detection and Response (NDR)
 24/7 managed service implementation for the ESOC  
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Proactive Cyber Threat Monitoring Capability
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CSS Cyber Awareness and Partnerships
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Partnership Building Across Oregon
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Cybersecurity Awareness Campaign
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Water and Wastewater Sector Cyber Guidance
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Thank you
Shirlene A Gonzalez
Legislative Director

shirlene.a.gonzalez@das.oregon.gov
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