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* SB 619 — Oregon Consumer Privacy Act

( * HB 2052 — Data Broker Transparency
O



Trade Practices Act

" ORS 646.605-646.656

|+ Prohibition on misrepresentations
* Internet of Things and student privacy




Avalon Health Management

Announced December 2022

Joint action with Utah Attorney
General

2019 breach -14,500 Avalon
employees and patients, including
1,649 Oregonians

Failure to comply with HIPAA
security and privacy requirements

10 month notice delay

\ «  $200,000 settlement

T-Mobile / Experian

Announced November 2022

40 Attorneys General

107,945 Oregonians who had
applied for postpaid services or
device financing

2 year breach - impacted names,
addresses, dates of birth, SSNs,

and identification numbers Q
$15.1M total settlement W
($12.67M Experian; $2.43M T- 0
Mobile)
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Carnival Cruise Line

Announced June 2022

46 Attorneys General

180,000 employees & consumers
in the U.S.

“Unstructured” data - names,
addresses, passport numbers,
driver’s license numbers, payment
card information, health
information, and SSNs

10 month notice delay

$1.25M settlement

Gustafson & Company

Announced October 2021

Oregon DOJ
1,881 Oregon consumers

Complete tax return files,
including name, address, SSNs,
and financial account numbers

Fraudulent tax returns filed

$50,000 settlement



CafePress The Home Depot

Announced December 2020 Announced November 2020

7 Attorneys General 46 Attorneys General

22 million customers, including * 40 million customers

inactive and closed accounts

* Payment card information
Usernames, passwords, SSNs, tax
identification numbers

* Malware on point-of-sale systems
in place for over 6 months

Investigation and notice delay $17.5M settl t Q
. . settlemen

e $2M settlement




* Google Location Tracking
O Settlement

\\)
PRIVACY WORK
\ r

Current privacy issues

Google Agrees to $392 Million Privacy
W Settlement With 40 States

Under the agreement, which state attorneys general said was the

largest U.S. internet privacy settlement, Google must also make

its location-tracking practices clearer to users.
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rom data sales

* Data regulated under various federal laws

(] (] [ J (] ‘
= Conflict of law, legal process, law enforcement, security incident

/3 response, repairs, providing requested service, health & safety



i ﬁSing, sale,
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= Right to data portability
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e Genetic or biometric data

* Precise geolocation data
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‘geted advertising,

* Applies if controller knows or willfully disregards

knowing the youth is 13-15 years old

%



€ ---rasmg rights

(f . Da’rq pro’rec’rlon assessmen’rs



ita has been

* Ability to use global /universal opt-out

* Strong protections for children’s data

%



- can “opt out” of the

data broker’s collection and sale of their personal

information

* A method for requesting an opt out (if applicable)
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