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April 8, 2019

Dear Chairman Barker and Members of the Business and Labor Committee:

We, the undersigned employees of CDK Global, are writing to you today to voice our opposition to
House Bill 3152.

CDK is one of the country’s leading firms offering state-of-the art enterprise software known as dealer
management systems (DMS) and related services to auto, truck, motorcycle, marine, recreational
vehicle, and heavy equipment dealerships. CDK’s DMS offerings provide dealers with proprietary
software tools and resources necessary to manage core aspects of their business.

We have over 400 employees in our Portland office, and we are responsible for developing and
maintaining the software that comprises our DMS. At CDK generally, and in Portland specifically, we
take security very seriously.

House Bill 3152 would require us to open our “virtual doors” to any third party that an automobile
dealer chooses, regardless of their intent, security protocols or adherence to secure system standards.
This requirement would cause havoc in an otherwise strictly-controlled enterprise network and create
systemic risk that significantly increases the likelihood of data breaches.

As a software developer, the prospect of creating thousands of new access points to our system is a
cybersecurity nightmare. Each access point represents a potential area for a breach, and one breach
through an unknown third-party could be all that it takes to overwhelm our system.

As Oregon consumers, this bill is alarming on a personal level. We purchase and finance our cars in
Oregon. We service our cars in Oregon. House Bill 3152 makes the personal data we provide
dealerships less secure, and that is of grave concern to us.

That is why we oppose House Bill 3152 and urge you to oppose the measure as well. House Bill 3152
will undermine our efforts to provide a secure system that is a part of our nation’s Critical National
Infrastructure.

Respectfully,

Mike Smith (Medford, OR)
Mark Helzer (Portland, OR)
Amanda Becker (St. Helens, OR)
Paul Roney (Beavercreek, OR)
Steve Owen (Fairview, OR)
Tom Douglass (Beaverton, OR)
Keith Todd (Tigard, OR)
Michael Asay (Portland, OR)
Michael Barnes (Portland, OR)
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David Beresheim (Rainier, OR)
Brian Stevenson (Aloha, OR)
Mark Friedel (Corbett, OR)

Tim Pope (Bend, OR)

Michael Wilson (Damascus, OR)
Rosario Mendez (Beaverton, OR)
Eric Bass (Beaverton, OR)
Debora White (Portland, OR)
Constanta Gilmore (Aloha, OR)
Jeff Wilson (West Linn, OR)
Karen Smith (Oregon City, OR)
George Reiswig (Cornelius, OR)
David McCandlish (Bull Mountain, OR)
Greg Bragg (Portland, OR)
Meryl Logue (Portland, OR)

Rae Foster (West Linn, OR)

Rick Wehage (Oregon City, OR)
Jason Gilliland (Portland, OR)
Tom Wong (Beaverton, OR)
Thomas J. Miller (Vernonia, OR)
Paul J. Fountaine (Beaverton, OR)
Sudhakar Reddy Thatikonda (Portland, OR)
Sheldon Crop (Hillsboro, OR)
Debra Mclintyre (Portland, OR)
Marsha Huff (Corbett, OR)
Susan Tinner (Portland, OR)
Kelvin Romrell (Tualatin, OR)
Phil Knofczynski (Sandy, OR)
Neal Tollisen (Beaverton, OR)
Michael Lambert (Portland, OR)
Chris Anderson (West Linn, OR)
Joyce E Watson (Beaverton, OR)
Lisa Mork (Portland, OR)

Brent Gross (Oregon City, OR)



