78th OREGON LEGISLATIVE ASSEMBLY — 2015 Regular Sesion MEASURE: SB 601

PRELIMINARY sSTAFF MEASURE SUMMARY CARRIER:
Senate Committee on Judiciary

REVENUE: No revenue impact
FISCAL: May have fiscal impact, statement not yetssued

SUBSEQUENT REFERRAL TO:
Action:
Vote:
Yeas:
Nays:
Exc.:
Prepared By: Channa Newell, Counsel
Meeting Dates: 3/26, 4/15

WHAT THE MEASURE DOES: Updates Oregon Consumer ldentity Theft Protection /Requires notification to
Attorney General of breach of security that affestse than 100 consumers. Makes violation of Atawful trade
practice enforceable by prosecuting attorney. Bapalefinition of “personal information” to includeique biometric
data, insurance policy numbers, and medical otthé@surance information. Expands use of last @gits of certain
numbers to include passport number, financial agcoumber, and credit card number.

ISSUES DISCUSSED:

EFFECT OF COMMITTEE AMENDMENT:  Proposed (-3) amendments clarify that persoffainmation means
data from automatic measurements of physical cterstics used to authenticate a consumer’s igetibhealth
insurance policy number in combination with anotlrgigue identifier, and any information about agsoner’'s mental
or physical health, medical history, or diagnosigeatment. Changes trigger for notification tibofney General from
100 consumers to 250 consumers. Deletes refetesoeial media sites. Clarifies that notificatr@guirements do not
apply to person who is in compliance with fedeutgs, regulations, procedures, or guidelines tteabbleast as
thorough as those provided by Act. Exempts entit@/ered by Health Insurance Portability and Anlality Act
(HIPAA) when copy of notice sent to consumers defal regulators is also sent to Attorney General.

BACKGROUND: The Oregon Consumer Identity Theft Protectionwas created in the 2007 Legislative Session by
Senate Bill 583. Senate Bill 601 is an updatedb At expands the definition of “personal infotioa” to include
biometric data and health insurance policy numbeisformation. It requires a person who suffedata breach of the
personal information of another to notify the Attey General when that breach affects more tharta8umers. SB
601 also makes violation of the Act actionablet®y Attorney General under the Unlawful Trade PcastiAct.
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