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Privacy: a right or a 
privilege?

Health, Education and Welfare and 
BIG DATA
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Chief Privacy Officer

Creation, use, custody and disclosure of records to comply with 
federal/state privacy laws and fair information practices

Technology and security requirements

Opt out provisions

Access to data for review and corrections

Sanctions for data breaches

Advise state agencies regarding 
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http://www.privacy.ohio.gov
http://www.privacy.ca.gov
http://www.privacy.wv.gov/Pages/default.aspx
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...if we are observed in all matters, we 
are constantly under threat of correction, 
judgment, criticism, even plagiarism of 

our own uniqueness...  We lose our 
individuality,  because everything we do 
is observable and recordable. Bruce Schneier

The Eternal Value 
of Privacy
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Identity is to an individual 
as  Trade Secrets 

are to a corporation



2/27/2013

6

Project ALDER
SB 909: longitudinal database “key 
deliverable” 

“The ultimate goal of such a data system is to 
answer specific questions about individual 
students and that is way beyond the 
capabilities of the current system and will be 
expensive. They will also need to define, 
‘return on investment,’ and that will require a 
lot of technical work on the part of school 
business managers.” 
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American Recovery and 
Reinvestment Act of 2009

State longitudinal Data Systems (SLDS) 

Electronic Health Records (EHR)

Health Information Technology for Economic 
and Clinical Health Act (HITECH) section 
deals with many of the health information 
communication and technology provisions 
including Subpart D – Privacy.
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FERPA = Family Education Rights and 
Privacy Act of Rights and Privacy Act of 
1974 

HIPAA = Health Insurance Portability 
and Accountability Act of 1996

COPPA = Children’s Online Privacy 
Protection Act of 1998

Federal Laws
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EPIC v USED



2/27/2013

10

Eugene School District Data 
Breach
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Our son’s SLDS records

Personally Identifiable Information

Confidential information
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“W 8” enrollment code

“The data you are looking at is out 
of the SLDS system, which is not 
the system of record—it isn’t used 
for federal or state accountability.”
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Common Education Data Standards
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Common Education Data Standards
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ELC and SLDS

the Early Learning Council (ELC) is charged 
specifically with establishing a plan to create an early 
childhood data system that can be aligned with the 
statewide student database. 

The ELC requested a federal waiver for HIPAA/FERPA 
as needed for data sharing.
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Office of Civil Rights
As provision of HITECH Act, data breaches 
affecting more than 500 individuals are posted

Utah Department of Health attributed a weak 
password to the largest data breach last year: 
780,000 patient files (of which 280,000 had SSN 
stolen)

Additional 6000 Medicaid patients affected in Jan. 
2013 when contractor misplaced USB device
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regional data exchange
Bill & Melinda Gates Foundation grant

September 1, 2011 to May 31, 2013

Memorandum of Agreement between Oregon 
Department of Education, Western Interstate 
Commission for Higher Education (WICHE) and the 
National Student Clearinghouse

Coordinate state agencies in Washington, Oregon, 
Hawaii and Idaho to compile longitudinally linked 
education and workforce data
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regional data exchange (cont.)

Data elements include personally identifiable 
information, including students names, personal 
identifiers such as student numbers and social security 
numbers, any combination of information that together 
would make it possible to easily identify individuals.

Oregon agencies involved: Oregon Dept. of Education, 
Oregon Dept. of Community Colleges and Workforce 
Development, Oregon University System, Oregon 
Employment Department
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Compliance and 
Fair Information Practices
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Commodify Privacy?
“We’ve learned that human intuition about what is private is not 

especially good. Computers are getting more and more sophisticated 
at pulling individual data out of things that a naive person might think 

are harmless. Privacy is a nonrenewable resource. Once it gets 
consumed, it is gone. There’s another resource that has the same 
property — the hours of your life. There are only so many of them, 

and once you use them, they’re gone. Yet because we have a 
currency and a market for labor, as a society we have figured out how 
to price people’s time. We could imagine the same thing happening 

for privacy.”
Frank McSherry Microsoft Research Silicon Valley
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or Protect Privacy?

The right to be left alone—the most 
comprehensive of rights, and the 

right most valued by a free people. 

Supreme Court Justice Louis Brandeis
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QuickTime™ and a
 decompressor

are needed to see this picture.



2/27/2013

25

QuickTime™ and a
 decompressor

are needed to see this picture.
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QuickTime™ and a
 decompressor

are needed to see this picture.


